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1. YceranoBka ActiveX

1.1. OTxpeiTh 0603peBatens Internet Explorer.

1.2. OTkpsITh caiiT https://bo.vtb.ru/.

1.3. Ha 3ampoc yCTaHOBKM HAQJCTPOWKM OTBETUTh IMOJOXHUTEIHHO (HaXKaTh KHOIKY
«Y CTaHOBUTHY).

o

-

Internet Explorer - MNpegynpescaerne cncTeMel BEIONACHOCTI @

YcranoeuTh 3TO nporpaMMHoe obecneuenne?

E Mma: BTE24 - CpencTBo KDMOTorDadMHe kol 3aUMThl MHDODMELL, . .
MzpaTtene: Step Up, Inc.

E] LonoaHUTENEHD ¥CTAHOBMTL [ He yCTaHaenMBaTE

I | Painel M3 MHTEpHETE MOTYT ObITE NONE3HLI, HO 3TOT TWN dalina MoxeT
\ ﬂ MOBPEAWTE KOMMBKOTER. CAEAYET YCTAHSEMMEATE NPOrPaMMeEl, MOMYHEHHEIE
= TONBKO OT AOBEPEHHOMD M3AATENA. DEKTODEI DUCKE
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2. IlepeycranoBka ActiveX

2.1. ITouck HAACTPOMKH

2.1.1. OtkpeITh 0003peBatensb Internet Explorer.

BAYKHO! Cauim cucmemwr BT BO https://bo.vtb.ru/ oonsicen 6vims 3axpoim!

2.1.2. Haxarp Ha KHONKY o u BbIOpaTh B KOHTEKCTHOM MeEHIO NYHKT «HaCTtpoutsb
HAJCTPOHKN» (pHc. 1).

ﬂ Monck... R A
Meuats 3 [
Tain 3

. Macwwitah (95%) (3
BezonacHocTe L

JoBasnTe caiiT B medro "MMyck”

MpocmoTpeTs 2arpy3Kn CTRL+J
CpeacTtea paspabordmka F12

Mepelty K 3aKpenneHHbIM caiTam

MapameTpel NPOCMOTRE B PEKNME COBMECTUMOCTH
OTtnpaenate oTyeTol ob ownBrax Ha Beb-caiTax
CeolicTea Bpayzepa

O nporpamme

Puc. 1
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2.1.3. BriOpatb oToOpaxkarhb peskiM «Bce HaacTpoitkmy» (puc. 2).
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¥npaeneHne HagcTpoikammn

MpocmoTp HageTpoek Internet Explorer w ynpasneqne uun

Tunel HagcTpoek W

&} [aHenn WHCTPYMEHTOR U PacLUNPEHIA
}'; Chy:xBel noncka

& Yexopurenn

Qial.u.ma OT CNEXEHNA

% Oposepka opdorpadum

OToBpaxare:

Bce HaacTpoiikm
| Bee HagcTpoiikn
HaACTPOMKN, 3arpyKEHHEIE HA A3HHEIR MOMEHT
3anyck Ges NONyYEHNA paspeLLEHa

CKauaHbIE 3NEMEHTEI YNPaBAEHNA

Evernote extension

(He npoeepen) VideoLAN
VLC ActiveX Plugin and IE Web ...

Mzgatens

(He nposepen) EVERNOTE CORPORATION
(He npoeepen) EVERMO...

Adobe Systems Incorporated
Shockwave Flash Object
ASUSTeK Computer Inc.

Microsoft Corporation

Mnarun Click to Call 8 Skype an...
Office Document Cache Handler
Microsoft Web Test Recorder1...

2.1.4. HailtTu W OTKpPBITH JBOWHBIM
«Certificate Class» (puc. 3).

MICITYKOM MBI

(He npoeepen) VideoLAN

Adobe Systemns Incorpor...

asusTek_sysctrl Class ASUSTeK Computer Inc.
Kaspersky Lab
Kaspersky Protection Kaspersky Lab
Kaspersky Protection Toolbar Kaspersky Lab
Legitech Inc
Logitech SetPoint Legitech Inc

Microsoft Corporation
Microsoft Corporation

Microsoft Corporation

CocToanue

Brntoueno

Brntoueno

Brntoueno

Brntoueno

Brntoueno

Brntoueno

Brntoueno

OTkntodeno
Brntoueno

OTkntodeno

ApxuTerTypa

32- nod-p..

32- nod-p..

32- nod-p..

32-pazpag.

32- nod-p..
32- nod-p..

32- nod-p..

32- nod-p..
32-nbd-p..
32- nod-p..

Bpemasar.. Bpems Hae..
0,00 ¢

0,00 ¢

0,00 ¢

0,00 ¢ 0,00 ¢

0,00 ¢ 0,00 ¢

Puc. 2

crpoky «MessagePRO Class» wiu

¥npaenenne HagcTpoikammn

Mpocwmotp Hagcrpoek Internet Explorer v ynpasnenune nun

BuIBpaHo HECKONLKD HAACTPOEK

Monck AoNOAHNTENBHEIX NBHENER MHCTPYMEHTOS W PACLUNPEHW...
JlononHUTENBHbIE CBEAEHIA O NBHENAX WHCTPYMEHTOE M PACLUMPEHHAX

TunbI HagCTpOEK Wma Wzpatens CocToAnme  ApxuTexTypa
B T e — H264 Based Transform Filter QMAP Systems, Inc. Brtoveno  32-paspaa.
£ ) Cryokel nowcka MJPG Based Transform Fl\ter QMAP Systems, Inc. Benioueno  32-paspag.
QMPEG4 Based Transform Filter  QMAP Systems, Inc. Brarouero 32-paspsg...
[Eyexopurenn
Radiocom CJSC
sgau.u.wa O cnekenns U Rich Media Downloader Radiocom CJSC Omentouero  32-paspag.
¥ Oposepra opdorpadun Rich Media Player Radiocom CJSC Otkntoueno  32-paspage.
7 Rich Media Downloader Radiocam CJSC Omcntouena  32-paspag..
Rostelecom
User version of plagin for Gover... Rostelecom BrnaueHo  32-paspag..
Crypta Interface Plug-in user of... Rostelecom Brntaueno  32- n64-p...
Step Up, Inc.
Request Class StEE UE Inc. Biniouero
I MessagePRO Class Step Up, Inc. BrnroueHo
ertificate Class Ep Up. Inc. FrnroueHo -paspaa..
Hegocrynen
Orobpaxars: Jobaeuts B Evernote 5 Heaoctynen BrntoueHo 32- uBd-p...
|Bca HAACTPONiKM v] CenzaHHele 3ameTkn OneMote Hepocrynen Brarouero 32- ubd-p...

Bl B6IBpanit HECKONEKD HAACTPOEK B CNMCKE BLILUE, Bbl MOKETE BINMOYUTE WAK BEIKNHOYWTE BCE BEIGPAHHEIE HAACTPOMKN C MOMOLLEHD KHOMKH HUKE,

Bpema zar...

Bpems Hab...

==

m

OTKAKYNTE BCE
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2.1.5. Haxarp Ha KHOTIKY «Y TalUTh» (puc. 4).

JonocAHWTENEHEIE CEELEHIA @
Hran: MessagePRO Class

Mzparens: Step Up, Inc.

Tum: Jnement ActiveX

CocToAaHue: BrnroueHo

ApxuTerTypa: 32-paspAgHbli

Bepcua: 1.7.40709.0

Jata daiina: 9 wrxna 2014 r, 14:43

[Jata nocnegHero gocTyna 21 pexabpa 2017 r., 19:46

W knacca: {8A06DE2-1DBE-426F-8E46-3B961 34 BIFAR)
Konwuecteo ncnonesceannii: 2874

Konwuecteo Gnoknpoeok: 14

Daiin: mesproax.dll

Manka: ChWindows\Downloaded Program Files

Eonupoeate

Bl pazpelunnn nenons30BaTe 3TY HAACTPOAKY HA cnedytowng Bed-caiTax
vtb.ru

I ¥panuTe BCE CANATRI ‘ I PazpelwnTte Ha Boex caliTax

Mpw eeiBope napameTpa "¥YaanuTe Bce caliTel” HagcTpolika ByaeT yaaneHa co scex seb-calitoe.
Mapametp "PazpelunTe Ha BCEX CAMTAX" NOIBONAET 3ANYCKaTE INEMEHT YNPAENEHWA HA BCex BeB-caiTax,

Puc. 4

2.1.6. 3aKkpBITH MEHIO HAICTPOECK.

BAYKHO! B ciyuae echu naocmpoiika yoanena, mo ecms Omcymcmaeyem 6 CHUCKe Ha0CMpOex,
n.2 HeoObxX00UMO NPONYCMUMb.
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2.2. Ynanenue ¢ailjioB HaJACTPOHKH

2.2.1. HaxxaTh Ha KHOTIKY &y BBIOpaTh B KOHTEKCTHOM MEHIO TyHKT «CBolicTBa Opay3epa» (puc.
5).

Monck. D - | i 5 &

MNewats ]
Pain 3
MacwiTab (95%) »
BezonacHocTe L

JoGaenTe cadt B medre "MMyck"

MpocmoTpeTs 2arpy3kn CTRL+J
HacTpouTe HagcTpolikn

Cpeactea pazpabotunka F12

Mepelty K 3aKpenneHHBIM caiTam

MapameTpel NpoCMOTPE B PEKUME COBMECTUMOCTH

CrnpaenAaTe oTYeTel o6 owrbKax Ha Beb-canTax
CeoiicTea Bpayzepa

O nporpamme

Puc.5
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2.2.2. B 3aknanke «O6mue» Haiitu pazaen «KypHan Opaysepa» u Haxath KHOIIKY «Ilapamerpbi»
(puc. 6).
CeodcTea Bpaysepa @

| Coaeps#aHme | MoaknoyeHMs | MporpamMMsl | JononHUTeRbHD
Obiwme | BezonacHoCTE I K.oHDMAEHUMENEHO CTE

-

[oMaLIHAR CTPEHMUA

YTofkl COZ0ATE BKNAOKM AOMALHMY CTPEHUL, BEEOWMTE
l". KEMALIA M3 3APECOE C HOBOW CTPOKM,

about:blank -

-

[ Tekywana H McxoaHan Hﬂmunbmsam HOBYID BENagky

ABTO3arpyska
(7 HaYMHaTE © BKNEA0K, OTKPEITEIX B NPeAblAYLLEN CEaHCE

(@ HaumHaTh C AOMELWHENR CTPaHMLE

Brnagrm

HacTpolika Bknafok AnA oTobpaeHrA

BE0-CTPEHWLL

#ypHan bpaysepa

¥ naneH1e BpEMEHHEIX DEMNoes, MypHana, falinoe cookie,
COXPEHEHHBIX Naponsi M AaHHex seb-thopH.

[] ¥oanaTe wypHan Gpaysepa npw BeiXOLE

T [

MpeacTasneHue

LeeTa ] [ AsbikK ] [ Lipud Tl ] [ QopMneHmre ]

[ 0K ] [ OTMeHa MPUMEHKTE

Puc. 6
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2.2.3. Haxarp Ha kHONIKY «IIpocMOTpeTh 00beKTh (puc. 7).

I

MapameTpel AaHHbx BeB-caliTa

BpemMeHHEIE daing MHTEpHETE | HypHan | K31 1 Bassl AaHHbIX |

(o e

Internet Explorer ¥xpaHWT KoMK BeB-CTpaHKLL, M3ohpaseHui 1
MeaMadainos 4NA YOKOPEHWMA 4aNEHERWErD NPOCMOTRA,
MpOBEpATE HANMYME HOBRIX BEPCAIA COXPAHEHHEIX CTPEHMLL

() MpK KEWLO0M NOCELLEHMM BED-CTPaHMLEI

() np1 kakaom sanyaee Internet Explarer
@ 28

(7 HMKoraaE

Mnonesyemoe MECTO Ha gucke (8—-1024 ME) a5
(pekomeHnyeToA: 50-250 ME)

Terkywas:

C:\Users\sSnake\AppDataLocal\Microsoft\Windows ' Temparary
Internet Files',

[ﬂepenecrmb nan&y...] MpomMoTpeETE OOBEKTE [ MpocMoTPETE alins ]

Lo |

OTMeHa ]

=BTb

Puc. 7

2.2.4. Yaamute daiiner mespro.dll, mespro.sig, mesproax.dll, mesproax.inf (oOBeaeHbI paMKoii,

cMm. puc. 8).
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OO | . v Komnetotep » System (C:) » Windows » Downloaded Program Files - | ¢,| | Mouck: Downloaded Program Files pel |
¥nopagounTts ¥ Jo6asnTe B GuBnnoTeky ¥ OBuwwii goctyn Hogan nanka 0 @
£ WsBpanrioe * Vma . Jata M3MEHEHNA Tun Pasmep
) Mail.Ru Cloud (| asusTek_sys_ctrl.dIl 2211.2012 10:48 Paciunperune npu... 145 KB
|| My BoxFiles 4 | asusTek_sys_ctrlinf 2112.2009 15:43 CeegeHna gna yct... 1KB
4. 3arpyskmn | | G726.ax 29,01.2010 9:22 Qaiin "AX" 58 Kb
 Angexc.Juck (%) mespro.dil 22.08.2013 10:22 Paclumpenne npu... 1271 Kb
Ml PaGouwii cron || mespro.sig 22,08.2013 11:22 ®arin "SIG" 1KB
1=l HepaeHue mecTa %] mesproax.dil 09.07.2014 14:43 Pacunpenne npu... 262 Kb
3 | mesproaxinf 1211.2013 16:34 CBEAEHNA ANA YCT.., 1KBE
4 BuBanotekn 4 | NNVRVMon.inf 10.11.2011 10:27 CBEAEHNA ANA YCT... 2Kb
=l Subversion | L] Q264.ax 28.12.2011 19:50 Daiin "AX" 4370 K6 |
B Bugeo || QIVG.ax 2812.2011 19:46 Qaiin "AX" 350 KB
3 JokymenTel | OMP4.ax 2812.2011 19:39 Qaiin "AX" 578 KB
= VzoBpaxerna % QNAPGT26.inf 29,01.2010 9:22 CeegeHna ana yct... 1KB
J? Myseika | QNAPQ264.inf 2512.2011 19:50 CeegeHna gna yct... 1KB
4 | QNAPQIVG.inf 2812.2011 19:46 CBEAEHNA 4NA YCT... 1KB
*d [omawnas rpynna 4 | QNAPQMP4.inf 28.12.2011 19:39 CBEAEHNA ANA YCT... 1KB
4 | QNAPQVivoTek[NVR]inf 2812.2011 18:27 CBEAEHNA 4NA YCT... 2KB
1M Komnetotep
5—3 System (C:)
= Data (D)
—a Work (E:) 7
3INemeHTOE: 16
Puc. 8
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2.2.5. 3akpsITh Opaysep.

2.3. BoccTaHoBj1eHHE Pad0TOCIOCOOHOCTH HAICTPOMKH
2.3.1. OTkpeITh 0003peBarens Internet Explorer.

2.3.2. OTkpeITh caiT https://bo.vtb.ru/.

2.3.3. Ha 3ampoc yCTaHOBKH HaJICTPONKH OTBETHTH TIOJIOKHUTEIHHO.
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